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IT BASICS FOR BUSINESS CHECKLIST  
 

Please note: You may not know the answers to all questions below and that’s ok. This is meant 

to help you gather information about your IT environment to make it more efficient and secure. 

INTERNET  

☐ Know who your service provider is. 

☐ Know your account type (consumer or business). 

☐ Know what your plan is: 

 ☐ What speeds should you be getting? 

 ☐ Is your service part of a bundled plan? 

☐ Are you under a contract? If so, how much time is left and will it auto renew? 

☐ Do you have an account manager? If so, do you know who they are? 

NETWORK 

Wiring 

☐ Do you have any network wiring in your space? If so, was it existing wiring or did you put in 

new wiring, or both? 

☐ If you are using existing wiring, did you have it checked by a cabling specialist or your IT 

provider? 

☐ Is the wiring at least Cat 5e or Cat 6? 

Equipment 

☐ All equipment should be designed for business use. 

☐ You have a modem because it is required to get on the internet (likely provided by your ISP). 

☐ Do you have a firewall? 

☐ You should be using your own router. 

☐ You need at least one switch as the hub of your network. 
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☐   Do you have access points for a wireless network? 

☐   Have you considered a managed power setup for remote power management? 

☐   All network equipment needs to be connected to a UPS (battery backup). 

Wi-Fi 

☐ You should be running your own Wi-Fi network, not using one provided by your ISP. 

☐ Your Wi-Fi network should be secured with a password and there should be a separate 

network for guests. 

☐ The guest Wi-Fi should not be able to communicate with any other Wi-Fi network or the 

wired (LAN) network. Guests should only be able to access the internet. 

PHONE 

VoIP 

☐ VoIP is the recommended standard for business phone service. 

☐ Use a US based provider and one that also has US based support. ResTech is partnered 

with this type of provider. 

☐ You should have options of a desk phone, desktop app, and mobile app for calls and texts. 

Mobile Phone 

☐ If you require a mobile phone service pick the provider that will offer the best coverage for 

your service area. 

☐ Set up a business account and you will have a dedicated account manager. 

☐ A separate mobile phone service for the business may not be needed if the business has 

VoIP. Employees can install the VoIP app on their personal phone to make and receive 

business calls (and texts) over the business line. 

COMPUTERS 

General 

☐ It’s best to buy the same brand/model as a standard as this will streamline support and 

costs. 

☐ Have a standard for desktops and a standard for laptops. If you use tablets have a standard 

as well, otherwise one-off tablets are ok as long as they meet your requirements. 

☐ There will always be exceptions to this, but they should be minimized. 
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Desktops 

☐ If employees are not regularly traveling to clients or other locations, then they may be better 

served with a desktop. 

☐ Will users need multiple monitors? 

Laptops 

☐ If employees are more mobile and traveling out of the office more than they are in the office, 

then a laptop will be the best choice for them. 

☐ Consider getting a docking station to simplify connecting to all the peripheral devices 

(keyboard, mouse, monitors, etc.) for the employee. 

☐ Have at least one spare laptop available should one be needed for any purpose. 

Tablets 

☐ If a tablet will just be for general use, then you will not need a high-end model. 

☐ Research the available apps before purchasing a tablet to ensure the apps you need are 

supported on the tablet. 

SERVERS 

☐ What functions, currently managed by your server, can be migrated to the cloud? 

☐ Can any existing apps be hosted in the cloud? 

☐ What is the reason for needing an in-house server? 

EMAIL 

☐ What vendor (Microsoft 365, web host, etc.) do you use for your email service? 

☐ Are you using a branded email (@yourdomain.com)? 

☐ Do you have email filtering? 

☐ Is your email being backed up separately from the email provider? 

☐ Do you have email encryption or an encryption/secured portal for sensitive emails? 

☐ Do you have an email continuity plan should your email provider suffer an outage? 

TRAINING 

☐ Do you provide any training to your employees? 

 ☐ Cybersecurity Training 

 ☐ Basic IT/Computer Training 
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 ☐ Application Training 

☐ If training is provided, do employees have to get recertified every year or some other set 

interval? 

ASSESSMENTS 

☐ Does the business have the IT environment reviewed on an annual/regular basis? 

 ☐ Network assessment 

 ☐ Security assessment 

 ☐ Dark Web scans 

 ☐ Cybersecurity Risk assessment 

BACKUPS 

☐ Are there any backups in place? 

☐ What gets backed up? 

 ☐ User files 

 ☐ Computers 

 ☐ Servers 

 ☐ Full system backups (disaster recovery) 

 ☐ SaaS applications 

☐ Are existing backups regularly checked to ensure they work? 

SECURITY 

☐ What security measures are employed by the business? 

 ☐ Physical security 

 ☐ Asset tracking 

 ☐ Alarm system 

 ☐ Antivirus 

 ☐ Ransomware protection 

 ☐ Zero Trust (application whitelisting) 

 ☐ Web filtering 

 ☐ SOC services (24/7 security operation center monitoring) 

 ☐ Password Management 
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PCI COMPLIANCE 

☐ Does your business accept credit card payments? If so, what are the ways they are 

accepted? 

☐ What other methods of payment does the business accept? 

☐ Does your credit card processing integrate with any software you use to run your business? 

☐ Do you know what the PCI DSS compliance standard is? If yes, do you know if your 

business is in compliance? 

☐ Do you receive monthly processing billing statements? 

☐ Are you using more than one vendor for payment processing? 

OTHER SERVICES AND SOFTWARE 

☐ What other services or technology products does the business use? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

GOT QUESTIONS? 

If you would like assistance going through this checklist or have already completed the 

checklist, then please schedule a complementary technology consultation at https://rts.sh/tc. We 

can go over the items you answered above and help put together a plan to get your IT basics in 

order. 

If you have any general questions, you can reach us via our website at 

https://restech.solutions/contact. 

https://rts.sh/tc
https://restech.solutions/contact

